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API Financial Data Breach Risks and Risk Management
CHEN Xiuping' LI Zhen®
(1.Chongqing Technology and Business University Institute for Chengdu-Chongqing Economic Zone Development;

2.Beijing Institute of Mathematical Sciences and Applications)
Abstract In recent years API financial data leakage incidents have occurred periodically, undermining financial
security and seriously harming the interests of data users. This paper assesses API open banking data leakage risk
management and identifies the risk factors in of key application aspects, namely data collection, use, transmission,
processing and storage, It applies a risk matrix to construct a risk factor grading system through two methods of risk
level evaluation and Borda ordinal value. Additionally, it puts forward risk response strategies. It is found that there
are 41 financial data leakage risk factors, of which 16 are high-risk, 20 are medium-risk, and 5 are low-risk. These
risks can be addressed by adopting risk avoidance, risk reduction, and risk sharing strategies at the micro level.
Keywords API, Financial Data Breach, Risk Matrix, Risk Management, Open Banking
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